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[bookmark: _Toc145059232][bookmark: _Toc145061224][bookmark: _Toc145059233][bookmark: _Toc145061225]*************** Start of the Change ****************
[bookmark: _Toc137742804]Y.2.x	Threats related to Diameter-based SGd interface 
Y.2.x.y	Diameter session information disclosure
- Threat name:  Diameter session information disclosure
- Threat Category:  Information disclosure, denial of service.
- Threat Description:
If the Diameter session is not an implicitly terminated session, it can possibly lead to session hijacking and consequently denial of service. Furthermore, if Diameter session IDs are not unique, then it can lead to unintended information disclosure due to incorrect session associations.
- Threatened Asset: SMSF and user data.
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